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fiduciary responsibility to know and understand their client.

@ Lockton Affinity, LLC

LOCKTON Insurance Solutions for member based organizations.
AFFINITY

The determination to use the services or products of a Strategic Alliance member is an important decision and should not be based solely upon a member’s participation in our Strategic Alliance Program.
RIA Compliance Consultants is not affiliated with these Strategic Alliance members, does not control or supervise the services or products of the Strategic Alliance member and reference to these
Strategic Alliance members does not mean that RIA Compliance Consultants has performed any level of due diligence on the Strategic Alliance member’s services or products. As with any service

provider, clients are urged to perform their own due diligence on the Strategic Alliance members listed on this page. Each registered investment adviser should perform its own independent investigation
and evaluation to make sure that the Strategic Alliance member is the best fit for its firm.
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Presentation Disclosures

» Although the sponsor of this presentation, RIA Compliance Consultants, Inc. (“Sponsor”), is an affiliate of a law firm and
Sponsor may have an individual on its staff that is also licensed as an attorney providing legal services in a completely
separate capacity, Sponsor is not a law firm and does not provide legal services or legal advice. A consulting relationship with
Sponsor does not provide the same protections as an attorney-client relationship.

» This presentation is offered for educational purposes only and should not be considered an engagement with Presenter or
Sponsor. This presentation should not be considered a comprehensive review or analysis of the topics discussed today.
These materials are not a substitute for consulting with an attorney or compliance consultant in a one-on-one context whereby
all the facts of your situation can be considered in their entirety.

» Despite efforts to be accurate and current, this presentation may contain out-of-date information. Additionally, Presenter and
Sponsor will not be under an obligation to advise you of any subsequent changes.

 Information provided during this presentation is provided "as is" without warranty of any kind, either express or implied,
including, without limitation, warranties and merchantability, fithess for a particular purpose, or non-infringement. Presenter
and Sponsor assume no liability or responsibility for any errors or omissions in the content of the presentation.
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Presentation Disclosures

 Information provide during this presentation relates solely to the Investment Advisers Act of 1940 and the rules thereunder
and, at times, we may reference similar state securities rules and regulations specific to registration as an investment adviser.
Certain circumstances or arrangements you may have may warrant you to consider other regulations that may apply
including, but not limited to: the Investment Company Act of 1940; the Securities Act of 1933; the Securities Exchange Act of
1934; ERISA and other Department of Labor regulations; federal or state laws and regulations and self-regulatory (e.g.,
FINRA) rules for broker-dealers and registered representatives/securities agents of broker-dealers; and state insurance rules
and regulations. The Sponsor of this presentation does not provide any advice or consulting services outside the scope of the
Investment Advisers Act of 1940 or similar investment adviser state securities rules and regulations. If you need advice
regarding any other rules or regulations, the Sponsor recommends that you consult with an attorney or consultant that
specializes in those specific rules or regulations.

* There is no guarantee or promise that concepts, opinions and/or recommendations discussed will be favorably received by
any particular court, arbitration panel or securities regulator or result in a certain outcome.

» To the extent that you provide RCC with your email address, it will be added to RCC'’s electronic newsletter mailing list
regarding compliance issues for investment advisers. You may opt out at any time by calling RCC at 877-345-4034 or clicking
at any time the “unsubscribe” link on the electronic newsletter.

« Communication with today’s webinar presenter is not protected by attorney-client privilege. Please keep questions during this
seminar in a hypothetical form. This seminar session and/or the presentation materials may be recorded, copied and/or
shared with third parties and/or posted to our public website.
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* 2021 Exam Priorities for ESG Investing

* Areas of Discussion
v'"Methodology for Using ESG for Investing
v'Documentation of Client’s Interest in ESG Investing
v'ESG Disclosures
v ESG Advertising/Marketing
v'Review & Verification of ESG Processes
v'Evaluating Third-Party Money Manager Using ESG

* Resources
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SEC 2021 Exam Priorities for ESG Investing by RIAs

* Focus on Use of ESG Products Such as Open-End Funds & ETFs for
Public and Qualified Opportunity Funds for Accredited Investors

* Review Consistency/Adequacy of ESG Disclosures with Actual Practices

* Review ESG Related Advertising for False or Misleading Statements

* Review Firm’s Proxy Voting P&P and Actual Votes
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Methodology for Using ESG for Investing

* How does your investment adviser firm use ESG for investing?

v'Open-End Funds, Securities in Individual Companies, Private Placements, Private Funds
or Third-Party Money Manager?

v'Does your investment adviser firm merely add a final screen for ESG investing or do they
actually recommend ESG investments that they wouldn’t otherwise recommend?
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Documentation of Client’s Interest in ESG Investing

How do you document a client’s desire to consider ESG criteria when investing?
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How do you verify a securities issuer’s ESG claims?
* What do you specifically disclose?
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ESG Advertising/Marketing

Do you reference ESG investing in your advertising? If so, do you use
any disclosures or limit advertising claims in certain manner?
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Review & Verification of ESG Processes

* How do you verify that any ESG claims are being met or followed?

o Do you check advertising & RFPs?
o Do you use ESG as a surveillance term in your email review?

o Do you conduct an annual review or audit of your portfolio management team’s process and
positions?

o How do you verify a securities issuer’s ESG claims?
o Does your firm utilize an ESG committee to monitor and review ESG investing and compliance?
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Evaluating Third-Party Money Manager Using ESG

e How do you evaluate the usage of ESG criteria by 3" party money managers?

o Do you review third-party money manager’s P&P for ESG investing?

o Did you require the third-party money manager’s sustainability objectives and
investment restrictions?

o Do you review the third-party money manager’s screens, existing positions and
anticipated positions?

o Do you review how a third-party money manager votes proxies and/or lobby
priorities/activities?

o Do you require the third-party money manager an annual review of its sustainability
objectives in a quantifiable and measurable manner?
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Information Security Plan/Incident Response Plan

1.Does your firm assess the effectiveness of your information security
plan on an annual basis? Explain how your firm performed this
assessment or give examples of areas that needed improvement.

2.Does your information security plan include a section on how to
respond to a cybersecurity incident?

3.Have you tested your incident response plan? Please explain how
you did this and what you learned.
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Liability Coverage for Cybersecurity Events

1.Do you have liability insurance coverage for cybersecurity incidents?
(For All Panelists)

2.What are the cybersecurity trends from the insurance brokers are
seeing? (For Tom S.)

3.What are best practices that you believe many investment advisers
are not adopting/utilizing? (For Tom S.)
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Safeguarding Client Accounts Against Credential

Compromise
Best Practices Observed by SEC’s Division of Examinations

Reviewing P&P with Focus on Password Updating Policies for Consistency Recognized Password
Standards Requiring Strength, Length, Type and Frequency of Changes

Using Multi-Factor Authentication to Authenticate Person Seeking to Log into an Account
Deployment of CAPTCHA to Combat Automated Scripts of Bots

Controls for Detecting/Preventing Credential Stuffing
« Monitoring for Higher Number of Login Attempts or Higher Number of Failed Login Attempts Over Given Time Period

» Use Web Application Firewall
* Prevent Funds Transfer or Access to Personal Information
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SEC Risk Alert (4/9/21):

Review of ESG Investing

https://www.sec.gov/files/esq-risk-alert.pdf
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RCC Resources

ESG Investing — Best Compliance Practices Checklist

https://www.ria-compliance-consultants.com/product/esg-investment-adviser-best-compliance-practices-checklist/
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fiduciary responsibility to know and understand their client.

@ Lockton Affinity, LLC

LOCKTON Insurance Solutions for member based organizations.
AFFINITY

The determination to use the services or products of a Strategic Alliance member is an important decision and should not be based solely upon a member’s participation in our Strategic Alliance Program.
RIA Compliance Consultants is not affiliated with these Strategic Alliance members, does not control or supervise the services or products of the Strategic Alliance member and reference to these
Strategic Alliance members does not mean that RIA Compliance Consultants has performed any level of due diligence on the Strategic Alliance member’s services or products. As with any service

provider, clients are urged to perform their own due diligence on the Strategic Alliance members listed on this page. Each registered investment adviser should perform its own independent investigation
and evaluation to make sure that the Strategic Alliance member is the best fit for its firm.



RI RO, 2021 RIA Compliance Connection
Consultants

Connect With Us

www.ria-compliance-consultants.com
www. Facebook.com/riacompliance
www. YouTube.com/riacompliance
www.linkedin.com/company/ria-compliance-consultants-inc.
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