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Strategic Alliance Members

The determination to use the services or products of a Strategic Alliance member is an important decision and should not be based solely upon a member’s participation in our Strategic Alliance Program. 

RIA Compliance Consultants is not affiliated with these Strategic Alliance members, does not control or supervise the services or products of the Strategic Alliance member and reference to these 

Strategic Alliance members does not mean that RIA Compliance Consultants has performed any level of due diligence on the Strategic Alliance member’s services or products. As with any service 

provider, clients are urged to perform their own due diligence on the Strategic Alliance members listed on this page. Each registered investment adviser should perform its own independent investigation 

and evaluation to make sure that the Strategic Alliance member is the best fit for its firm.

Bridge Financial Technology
Automation-focused software designed to streamline back 

office functions.

Lockton Affinity, LLC
Insurance Solutions for member based organizations. 

Unitifi
Modern solution for financial professionals to fulfill their 

fiduciary responsibility to know and understand their client.



2021 RIA Compliance Connection

• Although the sponsor of this presentation, RIA Compliance Consultants, Inc. (“Sponsor”), is an affiliate of a law firm and 

Sponsor may have an individual on its staff that is also licensed as an attorney providing legal services in a completely 

separate capacity, Sponsor is not a law firm and does not provide legal services or legal advice.  A consulting relationship with 

Sponsor does not provide the same protections as an attorney-client relationship.  

• This presentation is offered for educational purposes only and should not be considered an engagement with Presenter or 

Sponsor.  This presentation should not be considered a comprehensive review or analysis of the topics discussed today. 

These materials are not a substitute for consulting with an attorney  or compliance consultant in a one-on-one context whereby 

all the facts of your situation can be considered in their entirety. 

• Despite efforts to be accurate and current, this presentation may contain out-of-date information.  Additionally, Presenter and 

Sponsor will not be under an obligation to advise you of any subsequent changes. 

• Information provided during this presentation is provided "as is" without warranty of any kind, either express or implied, 

including, without limitation, warranties and merchantability, fitness for a particular purpose, or non-infringement. Presenter 

and Sponsor assume no liability or responsibility for any errors or omissions in the content of the presentation. 

Presentation Disclosures
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• Information provide during this presentation relates solely to the Investment Advisers Act of 1940 and the rules thereunder 

and, at times, we may reference similar state securities rules and regulations specific to registration as an investment adviser. 

Certain circumstances or arrangements you may have may warrant  you to consider other regulations that may apply 

including, but not limited to: the Investment Company Act of 1940; the Securities Act of 1933; the Securities Exchange Act of

1934; ERISA and other Department of Labor regulations; federal or state laws and regulations and self-regulatory (e.g., 

FINRA) rules for broker-dealers and registered representatives/securities agents of broker-dealers; and state insurance rules 

and regulations. The Sponsor of this presentation does not provide any advice or consulting services outside the scope of the

Investment Advisers Act of 1940 or similar investment adviser state securities rules and regulations. If you need advice 

regarding any other rules or regulations, the Sponsor recommends that you consult with an attorney or consultant that 

specializes in those specific rules or regulations.

• There is no guarantee or promise that concepts, opinions and/or recommendations discussed will be favorably received by 

any particular court, arbitration panel or securities regulator or result in a certain outcome.

• To the extent that you provide RCC with your email address, it will be added to RCC’s electronic newsletter mailing list 

regarding compliance issues for investment advisers. You may opt out at any time by calling RCC at 877-345-4034 or clicking 

at any time the “unsubscribe” link on the electronic newsletter.

• Communication with today’s webinar presenter is not protected by attorney-client privilege.  Please keep questions during this 

seminar in a hypothetical form.  This seminar session and/or the presentation materials may be recorded, copied and/or 

shared with third parties and/or posted to our public website. 

Presentation Disclosures
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• Panel Questions

✓Remote Workers

✓Mobile Devices

✓Compromise of Credentials

✓Third-Party Wires

✓Phishing

✓Third-Party Vendors

✓Information Security Plan/Incident Response Plan

• Resources

Agenda



2021 RIA Compliance Connection

Remote Workers
Do you allow your employees to work remotely?  

a. If so, how do you ensure that such employee’s computer/laptop and Wi-Fi 

and the customers’ information is protected?  

b. Have you had any problems?

c. Does your firm require the employee to use company owned/managed 

computers/laptops?  If not, how does your firm verify that the employee’s 

computer/laptop has proper malware/anti-virus protection

d. Does your firm check the Wi-Fi settings used by the employee to access the 

Internet? 

e. Where is client information/data/documents stored?  Is it encrypted?
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Mobile Devices

1.How do you protect client information/data/documents accessed or 

downloaded to mobile devices such as smart phones and iPads?
a.Does your firm require employee use devices owned/managed by firm?  

b.If firm allows employee to use own device, does your firm use a software 

to manage the security settings and updates on the phone?

2.Are employees allowed to access the Internet using free public Wi-Fi 

or hotel Wi-Fi?  
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Compromise of Credentials
1. Does your firm have 2 factor authentication turned on for all of your 

employee and client logins over the web?

2. Does your firm require employees to use an encrypted password manager to 

store passwords?

3. Does your firm require employees to use unique passwords that are strong?

4. Has your firm encouraged its clients to set-up 2 factor authentication?  If so, 

how did you go about this?  Did you discuss with clients setting up 2FA for 

both the online brokerage accounts and email accounts?
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Third-Party Wires
1.Has your firm had any fraudulent requests for a third-party wire?  If 

so, please tell us about it.

2.How does your firm verify authenticity of a request to wire or 

transfer client funds to a third-party?

3.Have you asked the qualified custodian to turn-off the ability for 

client to make a third-party wire request?
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Phishing
1. Have you had any phishing incidents where an employee has clicked on a link 

or entered user id/password information in a fraudulent email/dummy 

account? If so, please explain.  

2. What steps have you taken to reduce risk of phishing attacks?  Please provide 

examples such as employee training, simulated phishing or turning on filters 

in Microsoft.  

3. Have you discussed or provided education to your clients about phishing 

attacks and being careful about clicking on links of unsolicited emails and 

sharing/using user id/password. 
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Third-Party Vendors
1.Have you conducted periodic due diligence on the cybersecurity of 

third-party vendors who have access to client funds/proceeds or 

client account information?  If so, please describe this process.

2.Did any of your firm’s vendors with access to client funds/proceeds 

or client account information have a cybersecurity incident?  If so, 

please explain what happened.
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Information Security Plan/Incident Response Plan
1.Does your firm assess the effectiveness of your information security 

plan on an annual basis?  Explain how your firm performed this 

assessment or give examples of areas that needed improvement.

2.Does your information security plan include a section on how to 

respond to a cybersecurity incident?

3.Have you tested your incident response plan?  Please explain how 

you did this and what you learned.
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Liability Coverage for Cybersecurity Events
1.Do you have liability insurance coverage for cybersecurity incidents? 

(For All Panelists)

2.What are the cybersecurity trends from the insurance brokers are 

seeing?  (For Tom S.)

3.What are best practices that you believe many investment advisers 

are not adopting/utilizing?  (For Tom S.)
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Best Practices Observed by SEC’s Division of Examinations

• Reviewing P&P with Focus on Password Updating Policies for Consistency Recognized Password 

Standards Requiring Strength, Length, Type and Frequency of Changes

• Using Multi-Factor Authentication to Authenticate Person Seeking to Log into an Account

• Deployment of CAPTCHA to Combat Automated Scripts of Bots

• Controls for Detecting/Preventing Credential Stuffing

• Monitoring for Higher Number of Login Attempts or Higher Number of Failed Login Attempts Over Given Time Period

• Use Web Application Firewall

• Prevent Funds Transfer or Access to Personal Information

Safeguarding Client Accounts Against Credential 

Compromise
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SEC Risk Alert (9/15/20): 

Safeguarding Client Accounts Against Credential Compromise

Best Practices Observed by SEC’s Division of Examinations
https://www.sec.gov/files/Risk%20Alert%20-%20Credential%20Compromise.pdf

U.S. Dept of Labor EBSA’s Cybersecurity Guidance:

Tips for Hiring a Service Provider with Strong Cybersecurity Practices
https://www.dol.gov/sites/dolgov/files/ebsa/key-topics/retirement-benefits/cybersecurity/tips-for-hiring-a-service-provider-with-strong-security-practices.pdf

Cybersecurity Program Best Practices
https://www.dol.gov/sites/dolgov/files/ebsa/key-topics/retirement-benefits/cybersecurity/best-practices.pdf

Online Security Tips for Plan Participants
https://www.dol.gov/sites/dolgov/files/ebsa/key-topics/retirement-benefits/cybersecurity/online-security-tips.pdf

https://www.sec.gov/files/Risk%20Alert%20-%20Credential%20Compromise.pdf
https://www.dol.gov/sites/dolgov/files/ebsa/key-topics/retirement-benefits/cybersecurity/tips-for-hiring-a-service-provider-with-strong-security-practices.pdf
https://www.dol.gov/sites/dolgov/files/ebsa/key-topics/retirement-benefits/cybersecurity/best-practices.pdf
https://www.dol.gov/sites/dolgov/files/ebsa/key-topics/retirement-benefits/cybersecurity/online-security-tips.pdf
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RCC Resources

• Cybersecurity - 12 Steps for an RIA to Improve Security of Client Information
• Cybersecurity - Best Practices Checklist
• Cybersecurity - Employee Acknowledgement
• Cybersecurity - GDPR Best Practices Checklist for Website
• Cybersecurity - Phishing Email - Letter Notifying Client
• Cybersecurity - Website Security Checklist for an Investment Adviser
• Cybersecurity – Best Practices for Avoiding and Responding to Phishing Attacks
• Cybersecurity – Best Practices for RIA Collecting Devices for Digital Forensic  

Expert
• Cybersecurity – Cleaning Company Acknowledgement – Background Checks
• Cybersecurity – Conducting Due Diligence of Cloud Computing Service Providers
• Cybersecurity – Training to Avoid Phishing
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Strategic Alliance Members

The determination to use the services or products of a Strategic Alliance member is an important decision and should not be based solely upon a member’s participation in our Strategic Alliance Program. 

RIA Compliance Consultants is not affiliated with these Strategic Alliance members, does not control or supervise the services or products of the Strategic Alliance member and reference to these 

Strategic Alliance members does not mean that RIA Compliance Consultants has performed any level of due diligence on the Strategic Alliance member’s services or products. As with any service 

provider, clients are urged to perform their own due diligence on the Strategic Alliance members listed on this page. Each registered investment adviser should perform its own independent investigation 

and evaluation to make sure that the Strategic Alliance member is the best fit for its firm.

Bridge Financial Technology
Automation-focused software designed to streamline back 

office functions.

Lockton Affinity, LLC
Insurance Solutions for member based organizations. 

Unitifi
Modern solution for financial professionals to fulfill their 

fiduciary responsibility to know and understand their client.
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www.ria-compliance-consultants.com

www.Facebook.com/riacompliance

www.YouTube.com/riacompliance

www.linkedin.com/company/ria-compliance-consultants-inc.

Connect With Us

http://www.ria-compliance-consultants.com/
http://www.facebook.com/riacompliance
http://www.youtube.com/riacompliance
http://www.linkedin.com/company/ria-compliance-consultants-inc

