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> . Bridge Financial Technology
. B rl ge Automation-focused software designed to streamline back

office functions.

l l 't'F' Unitifi
n I I I Modern solution for financial professionals to fulfill their
Financial Behaviar Defined

fiduciary responsibility to know and understand their client.

@ Lockton Affinity, LLC

LOCKTON Insurance Solutions for member based organizations.
AFFINITY

The determination to use the services or products of a Strategic Alliance member is an important decision and should not be based solely upon a member’s participation in our Strategic Alliance Program.
RIA Compliance Consultants is not affiliated with these Strategic Alliance members, does not control or supervise the services or products of the Strategic Alliance member and reference to these
Strategic Alliance members does not mean that RIA Compliance Consultants has performed any level of due diligence on the Strategic Alliance member’s services or products. As with any service
provider, clients are urged to perform their own due diligence on the Strategic Alliance members listed on this page. Each registered investment adviser should perform its own independent investigation
and evaluation to make sure that the Strategic Alliance member is the best fit for its firm.
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Disclosures

» Although the sponsor of this presentation, RIA Compliance Consultants, Inc. (“Sponsor”), is an affiliate of a law firm and
Sponsor may have an individual on its staff that is also licensed as an attorney providing legal services in a completely
separate capacity, Sponsor is not a law firm and does not provide legal services or legal advice. A consulting relationship with
Sponsor does not provide the same protections as an attorney-client relationship.

 This presentation is offered for educational purposes only and should not be considered an engagement with Presenter or
Sponsor. This presentation should not be considered a comprehensive review or analysis of the topics discussed today.
These materials are not a substitute for consulting with an attorney or compliance consultant in a one-on-one context whereby
all the facts of your situation can be considered in their entirety.

» Despite efforts to be accurate and current, this presentation may contain out-of-date information. Additionally, Presenter and
Sponsor will not be under an obligation to advise you of any subsequent changes.

 Information provided during this presentation is provided "as is" without warranty of any kind, either express or implied,
including, without limitation, warranties and merchantability, fitness for a particular purpose, or non-infringement. Presenter
and Sponsor assume no liability or responsibility for any errors or omissions in the content of the presentation.
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Disclosures

 Information provide during this presentation relates solely to the Investment Advisers Act of 1940 and the rules thereunder
and, at times, we may reference similar state securities rules and regulations specific to registration as an investment adviser.
Certain circumstances or arrangements you may have may warrant you to consider other regulations that may apply
including, but not limited to: the Investment Company Act of 1940; the Securities Act of 1933; the Securities Exchange Act of
1934; ERISA and other Department of Labor regulations; federal or state laws and regulations and self-regulatory (e.g.,
FINRA) rules for broker-dealers and registered representatives/securities agents of broker-dealers; and state insurance rules
and regulations. The Sponsor of this presentation does not provide any advice or consulting services outside the scope of the
Investment Advisers Act of 1940 or similar investment adviser state securities rules and regulations. If you need advice
regarding any other rules or regulations, the Sponsor recommends that you consult with an attorney or consultant that
specializes in those specific rules or regulations.

» There is no guarantee or promise that concepts, opinions and/or recommendations discussed will be favorably received by
any particular court, arbitration panel or securities regulator or result in a certain outcome.

» To the extent that you provide RCC with your email address, it will be added to RCC'’s electronic newsletter mailing list
regarding compliance issues for investment advisers. You may opt out at any time by calling RCC at 877-345-4034 or clicking
at any time the “unsubscribe” link on the electronic newsletter.

« Communication with today’s webinar presenter is not protected by attorney-client privilege. Please keep questions during this
seminar in a hypothetical form. This seminar session and/or the presentation materials may be recorded, copied and/or
shared with third parties and/or posted to our public website.
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Why is this Important?

§ 275.206(4)-7 Compliance procedures and practices.

* If you are an investment adviser registered or required to be registered under section 203 of the Investment Advisers Act of 1940 (15
U.S.C. 80b-3), it shall be unlawful within the meaning of section 206 of the Act (15 U.S.C. 80b-6) for you to provide investment
advice to clients unless you:

* (a) Policies and procedures. Adopt and implement written policies and procedures reasonably designed to prevent violation, by you
and your supervised persons, of the Act and the rules that the Commission has adopted under the Act;

* (b) Annual review. Review, no less frequently than annually, the adequacy of the policies and procedures established pursuant to this
section and the effectiveness of their implementation; and

* (c) Chief compliance officer. Designate an individual (who is a supervised person) responsible for administering the policies and
procedures that you adopt under paragraph (a) of this section.

SEC Comment:

We believe that an adviser's fiduciary obligation to its clients includes the obligation to take steps to protect the clients' interests from being
placed at risk as a result of the adviser's inability to provide advisory services after, for example, a natural disaster or, in the case of some
smaller firms, the death of the owner or key personnel. The clients of an adviser that is engaged in the active management of their assets
would ordinarily be placed at risk if the adviser ceased operations.


https://www.law.cornell.edu/topn/investment_advisers_act_of_1940
https://www.law.cornell.edu/uscode/text/15/80b-3
https://www.law.cornell.edu/uscode/text/15/80b-6
https://www.law.cornell.edu/cfr/text/17/275.206(4)-7#a
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Business Continuity Plans need to address continuity of service
and/or transition of accounts in the event of:
Natural disaster
Man-made disaster (terrorism)
Cyberattack
Technology failure
Personnel departure from the firm (Expected and Unexpected)
Principal, Advisor or personnel death or disability

Winding down or stopping services
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Types of RIA Firm Interruptions

Examples of Interruptions:
* Temporary Interruption — short term disruption to service
* Extended Interruption — long term disruption to service

* Permanent Interruption — firm no longer exists in current form
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Temporary Interruption

A temporary business interruption includes incidents such as a power outage, internet outage,
computer problems, equipment theft or phone lines going down.

* What to consider:
a. Recovery and backup of books and records

b. Alternate means of communicating internally with employees and externally with
clients, vendors, service providers and regulators

c. How will you continue operations, monitoring client portfolios and entering trades?
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Extended Interruption

An extended interruption occurs when a firm 1s required to relocate or replace office property or records due to
destruction or theft. An extended interruption could occur in the event of a fire, floor, or other man made or
natural disaster. Your firm's BCP should address an extended interruption with all of the previous steps with a few
additional considerations.

* What to consider:
a. Replacement of:
1. communications equipment such as phones and computers

2. books and records

b. Do your employees have the equipment and access to the systems required to effectively work from home?
c. Do all of your critical system vendors have a BCP?

d. Does your custodian have back up systems?

e. Are you able to securely connect to all required databases and/or systems remotely?

f. Are you able to communicate with all of your employees?
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Permanent Interruption

In the event of retirement, disability, or death of a firm owner, a BCP or succession plan should be set in place.
Some considerations if:
1. The firm continues to service clients:
1. Who takes over the firm?
2. How will advisory responsibilities be transferred?
3. Does the successor have access to the investment adviser registration depository ("[ARD") system?
2. The firm closes down:
1. Who will communicate the dissolution of the firm?
2. Who will file the form ADV-W?
3. Who will store books and records?
4. Do clients know how to contact their custodians or other relevant parties?
5. How will unearned fees be refunded?

6. How will the firm’s books and records be stored for the required 5-year time period
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Group Discussion
Disaster Recovery

* Any real-life experiences you would like to share with dealing with any type of natural

disaster that resulted in not being able to access the principal office location for an extended
period of time?

* How did you deal with the problems encountered what changes were made to your plan?
* What steps do you take to test your disaster recovery plan?

* How frequently do you test?

* How i1s the testing documented?
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Group Discussion

Business Continuity

* In dealing with the pandemic what was your experience:
* What systems, programs, services worked for you?
* What systems failed and what problems did you encounter?

* How did you deal with the problems encountered what changes were made to your plan?
* What steps do you take to test your disaster recovery plan?

* How frequently do you test?

* How i1s the testing documented?
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Group Discussion

Succession Planning
* Does your firm have a succession plan in place?
* Any tips you can provide on how you set it up?

* Do you have a plan in place to address the possible loss of a company principal or principal
advisor?

* Any experiences you can share in dealing with implementing a succession plan?
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Tips on building and implementing your RIA firm's
business continuity/succession plan

Plans should consist of:

» Step-by-step process with contact persons and key responsibilities of each person — document the who, what
when, where and how of each critical function.

» Different procedures should be created in to prepare for different types (duration) of interruptions
> Test your plan at least annually for different types of disruptions
> Test physical emergency and backup communication equipment
> Make sure to document your testing procedures and outcome.
> Have a both a written and electronic copy of the plan

> Make sure each employee has a copy, has signed, and agreed to abide by the BCP
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Tips on building and implementing your RIA firm's
business continuity/succession plan — Continued

> If your clients will be transferred to another adviser, possibly get consent in advance

> Check your individual state laws

While there is not a "one-size-fits-all" business continuity plan for RIA firms, it is important to consider your
firm's business model, circumstances, current operations, firm size, and number of locations your firm has
when designing a robust business continuity plan.
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Tools:
* RIA Express — Compliance Manual Drafter
Sample Forms

e Succession - Client Communication Re Assignment/Buy-Sell/Succession

e Succession — Due Diligence Checklist for Buying/Selling Rep’s Client List

* Assignment/Change of Ownership - Client Letter — Internal Sale — 60 Day Notice — No Response Consent

¢ Assignment/Change of Ownership - Client Letter - Death of Former Owner - New Owner - No Response Consent

¢ Assignment/Change of Ownership - Client Letter — Confirmation of Assignment of Advisory Agreement after Initial 60 Day Notice

Compliance Manual Sections

e Succession Plan

Webinars

* Investment Adviser Fiduciary Duty

e Succession Planning for Investment Advisers - Why? & How?

e (Conducting an Annual Compliance Review — Session 10 — Business Continuity Plans & Information Security



https://riacompliance.customerhub.net/advertising-assignment-buy-sell-succession
https://riacompliance.customerhub.net/succession-due-diligence-checklist-for-buying-selling-rep-s-client-list
https://riacompliance.customerhub.net/client-letter-internal-sale-60-day-notice-no-response-consent
https://riacompliance.customerhub.net/client-letter-death-of-former-owner-new-owner-no-response-consent
https://riacompliance.customerhub.net/assignment-change-of-ownership-client-letter-confirmation-of-new-owner-after-60-day-notice-with-45-day-rescission-no-response
https://riacompliance.customerhub.net/sample-wsp-succession-plan
https://riacompliance.customerhub.net/investment-adviser-fiduciary-duty
https://riacompliance.customerhub.net/succession-planning-for-investment-advisers-why-how
https://riacompliance.customerhub.net/action_link/recorded-webinar-conducting-an-annual-compliance-review-session-10-business-continuity-plans-information-security
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Strategic Alliance Members

> . Bridge Financial Technology
. B rl ge Automation-focused software designed to streamline back

office functions.
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n I I I Modern solution for financial professionals to fulfill their
Financial Behaviar Defined

fiduciary responsibility to know and understand their client.

@ Lockton Affinity, LLC

LOCKTON Insurance Solutions for member based organizations.
AFFINITY

The determination to use the services or products of a Strategic Alliance member is an important decision and should not be based solely upon a member’s participation in our Strategic Alliance Program.
RIA Compliance Consultants is not affiliated with these Strategic Alliance members, does not control or supervise the services or products of the Strategic Alliance member and reference to these
Strategic Alliance members does not mean that RIA Compliance Consultants has performed any level of due diligence on the Strategic Alliance member’s services or products. As with any service
provider, clients are urged to perform their own due diligence on the Strategic Alliance members listed on this page. Each registered investment adviser should perform its own independent investigation
and evaluation to make sure that the Strategic Alliance member is the best fit for its firm.
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WWwWw.ria-compliance-consultants.com
www.Facebook.com/riacompliance
www. You Tube.com/riacompliance
www.linkedin.com/company/ria-compliance-consultants-inc.
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